OdHuManbHLBIH caiiT

CieicTBEHHOE YIIpaBJ/ICHUE
Crnencrsennoro komurtera Poccuiickoi Meyepanmm
no Pecnybnuke CeBepuas Ocerus-Ananus

CiencTBeHHbIN KOMUTET 0OpaniaeT BHUMaHUe rPakJaH HA 3aIHUTY
OT MOIIEHHHUKOB B c(pepe KOMINbLITEPHOU NH(OpMaIUA

BAMHRAA |

NHOOPMALINA .

B Harmeir moBceIHEBHOW KU3HU HMCIOJIb3YETCSI MHOKECTBO Pa3HOOOPA3HBIX BBICOKOTEXHOJOTMUHBIX
YCTPOMCTB — TJIACTUKOBBIX KapT, MOOUJIbHBIX TeJe(hOHOB U KOMITBIOTEPOB. I10CTOSIHHO MOSIBIISIIOTCS
HOBBIE MOJEJIM, MPOrpaMMbl M CEpBUCH. Bce 3TO nemaer Hamly SKM3Hb ymoOHee, HO TpeOyer
OTpe/IeJIEHHBIX HABBIKOB U 3HAHUIA.

OOHOBPEMEHHO ¢ pa3BUTHEM TAKUX YCTPOMCTB MOSBJISIIOTCS BUbl MOUIEHHUYECTBA, MO3BOJISIOIINE
0oOMaHyTh W TIPUCBOUTH JEHEXKHbIE CpEJICTBA TpakigaH. UYToOb He TOAIAThCA Ha YJIOBKH
3JIOYMBIIIJICHHUKOB, JOCTaTOYHO 3HATh, KAK OHU JEUCTBYIOT, U COOMIOATh MpaBUIa MOJIL30BAHUS
MOOWJIbHBIMU TeJiehOHaMU, OAHKOBCKMMM KapTaMM M KOMITbIOTEpaMH, TO €CTh 3HATh IpaBHJIA
«KOMIbIOTEPHON TUTUEHBD».

OIIHOI;'I N3 paClipOCTPAHCHHBIX CI)OpM KOMITBIOTEPHOT'O MOIIEHHHUYECTBA CBA3AHO C UCIIOJIb3OBAHUEM
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TeneOHHBIX BUpYcoB. Harpumep, Ha TenedoH abOHeHTa MPUXOAUT cOooOIeHne Buaa: «Bam rpuriuio
coobuienue. [ls monydeHus: MPOUAUTE MO CChUIKE...». [Ipu mepexone mo yka3zaHHOMY ajpecy Ha
TesiepOH CKauMBaeTCsl BUPYC M MPOUCXOUT CIIMCAHUE JIEHEKHBIX CPEACTB C BALLIETO CYEeTa.

B nocJiefHee BpeMs HA0110/1aeTCsA POCT YHCJIA CJIydYaeB MOIIEHHHYECTBA ¢ 0AHKOBCKUMM
KapTaMi ¥ MO3TOMY HeOOXO0JHMO CJeJ0BaTh 3JeMEeHTAapHBLIM NpaBumiaaM IudpoBoil
0€30IaCHOCTH:

- Hukorpa u aukomy He cooOmaiire [IMH-kon Bareit kapThl.

- Henb3s xpanuts [TMH-kox psinom ¢ kapToit u Tem Oonee 3amuchiBath [ITMH-kox Ha He€ — B 3TOM
CllyJae BbI Jlake He ycrieeTe 00e3011acuTh CBOW CUET, 3a0JIOKMPOBAB KapTy MOCIE KPAXH WU yTEPH.

- Hu y koro Het nipaB TpeboBaTh Baill [Tun-kon. Xpanenue pekusutoB u [IMH-kona B TaitHe — 310
Ballla OTBETCTBEHHOCTh M 00S3aHHOCTb.

- Ecnit Bbl yTpaTuim KapTy, CpPOYHO CBSIKMTECH C OAHKOM, BBIIABIIUM €€, COOOIIUTE O CIyUUBIIEMCS
U CleqydTe WHCTPYKIMSM COTpyIHHMKa OaHka. [{s aToro mepxkure TenedoH OaHKA B 3alMCHOW
KHWKKE WM B CIIMCKE KOHTAaKTOB Bariero MmoousbHOro TesiedoHa.

- CoBepriiast oneparnyu ¢ OaHKOBCKOUM KapTOu, CJIEUTE, YTOOH PSAIOM He ObUIO MIOCTOPOHHUX JTIO/ICH.
- Habupas [TMH-kox, npuKpbiBaiiTe KJIAaBUATYPY pyKou. PekBU3UTHI 1 mobast mpovasi uH(popMaius o
TOM, CKOJIbKO CPEJICTB Bl CHSUIM, M KaKue U(pPbl BBOAUIA B OAHKOMAT, MOTYT OBITh UCIIOJIb30BAHBI
MOIIEeHHUKAMH.

Kak 3ammuturbesi  or MomeHHUKOB B HHTepHetre?  «KommbloTepHasi rurueHa»
npeaycMaTpuBaeT 3alUTy OT JOCTyIa BPeJOHOCHBIX NPOrpaMM K IepCOHAJIbHOMY
KOMIBIOTEPY € HeJbI0 XHIeHHsI KOH(IIeHIHAIbHBIX JaHHbIX, a TAKXKe JJIsi HaHeCeHus!

JI000ro BH/Ia ymep06a, CBI3aHHOTO C €ro HCIOoJb30BaHHEM.

Bce BpeioHOCHBIE IPOrpaMMBbl HEPEKO Ha3bIBAIOT OTHUM OOLIMM CJIOBOM «BUpYCh». Ha camom nene
BPEIOHOCHBIE TPOTPaMMBbI MOKHO Pa3fieUTh HA TPU I'PYIIIbL:

- KOMITBIOTEPHBIE BUPYCHI;
- CETEBbIE YEPBH;
- TPOSIHCKME ITPOTPaMMBbl.

KomnbioTepHble BUPYChl — 3TO IPOrpaMMbl, KOTOPBIE YMEIOT pa3MHOXAThCS U BHEAPATh CBOU KOMUU
B JIpyTue MporpaMMBel, TO €CTh 3apakaThb YKe CyLecTBYIoLIMe (hailiibl.
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CereBble YepBU MOI'YT PacCHpOCTPAHSATHCA MO JIOKAIBHBIM ceTsAM U VIHTepHeTy (Hampumep, yepes
JIEKTPOHHYI0 mouty). YepBb Oe3 Bamero Begoma MoXeT, HalpuMep, OTHPABUTh «UEPBUBBIE»
COOOIIIEHNS] BCEM PECIIOHIEHTaM, ajipeca KOTOPBIX MMEIOTCsS B aApecHON KHure Bareil modroBoi
nporpammbl. [ToMMMO 3arpy3ku ceTd B pe3yJibTaTe JJABMHOOOPA3HOTO paclpOCTpPaHEHHs], CETeBbIe
4CpBU CHOCO6HBI BBITIOJIHATH OIIaCHbIE ﬂCfICTBPIH.

3ajaua TPOSIHCKOM MporpaMMbl — 00eCTIeunThb 3JI0YMBIIIUIEHHUKY TOCTYI K Bamemy kommbiotepy u
BO3MOKHOCTb YIIpaBJ€HUs] UM. MOXKET CIy4UThCA TaK, YTO OJHAXIbl Ballla YacTHas MEpeIucKa
Oyner omyOsmkoBaHa B VIHTepHeTe WM OajlaHC B BAlllMX SJIEKTPOHHBIX IUIATEXHBIX CHUCTEMax
HEOKUAAHHO OKaXXETCS HYJIEBBIM MJIM OTPULIATEIbHBIM.

JI7151 3a1UTBL OT BPEJOHOCHBIX TPOrPaMM I0JIb30BATENI0 IEPCOHATBHBIM KOMITBIOTEPOM HEOOXOAUMO
YCTaHOBUTh AHTUBHPYCHOE MPOTrpaMMHOE OOecrieYeHHe M PeryJissipHO OOHOBJISITH aHTUBHPYCHBIS
[IPOrpaMMBl.

- Hukorja He ycraHaBiuBaiiTe U He cOXpaHsiTe Oe3 MpeJBapUTeIbHON MPOBEPKU aHTUBUPYCHOM
nporpamMmon (aiijisl, MOJTyYeHHbIE U3 HEHAJEKHbIX MCTOUHMKOB: CKAYaHHBIE C HEU3BECTHBIX Web-
CalTOB, MPUCJIAHHBIE MO JIEKTPOHHOM MOYTe.

- [lopo3purenbHble haiiibl Tyyllie HEMEIIEHHO YAAISATh.
- [IpoBepsiite Bce HOBBIE (paiisibl, COXpaHseMble Ha KOMIIBIOTEPE.

- ITo BO3MOKHOCTH, HE COXpaHANTE B CUCTEME NapoJv (111 yCTAHOBKU coeJuHeHuN ¢ VIHTepHeTOM,
1151 3JIEKTPOHHOM MOYTH U Ap.) U NEPUOJUYECKU MEHSNTE UX.

- Ilpu monyuyeHMM W3BELICHWI O HEAOCTaBKE TMOYTOBBIX COOOIIEHMH OOpalaiiTe BHAMaHUE Ha
NPUYMHY U, B CJIy4ae aBTOMATHYECKOTO OIOBEIEHHUs O BO3MOKHOW OTHPaBKe BHPYCa, HEMEJIEHHO
IIPOBEPSNTE KOMITBIOTEP AHTUBUPYCHOM IPOrPaMMOIA.

CraThcTMKa TIOKa3blBa€T, 4YTO IMIPECTYIUIEHWIl, CBSI3aHHBIX C MOUIEHHUYECTBOM B cdepe
KOMITBIOTEPHOW MH(OPMAIMU CTAHOBHUTCS C KaKIBIM TOJAOM BCE OOJbIE M TOJb30BATENN CETH
VHTEepHeT 3a4acTyl0 CTaHOBATCS MOTEPHEBUIMMH, W3-32 COOCTBEHHOW OECIIEYHOCTH W HE3HAHUs
IIPaBUJI «KOMITBIOTEPHOU TMTUEHBI».

3akoHoaarenbcTBOM Poccuiickoil ®enepaluy npeaycMOTpPEeHa YrojoBHAs OTBETCTBEHHOCTh 3a
MOILIEHHUYECTBO B cdepe KommbloTepHol uHpopMammu (159.6 VK P®) u momenHunuectBo ¢
VCTIOJIb30BaHUEM 3JIEKTPOHHBIX cpeAcTs muiatexa (159.3 YK P®). 3a npecryruieHus, cBsi3aHHbIE C
yKa3aHHBIMM BUJaMU MOIIEHHUYECKUX AEWCTBUIA B 3aBUCHUMOCTU OT UX TSKECTU MPEAyCMOTPEHO
HakaszaHue B BuJe LTpacda, 00A3aTesbHbIX, UCIIPABUTENIBHBIX W TMPUHYIUTENBHBIX paldoT, JOO
JIMIIEHUE CBOOOIBL.
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Aodpec cmpanuypi: https://osetia.sledcom.ru/news/item/1580090
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